


	
		×
		

	






    
        
            
                
                    
                        
                    
                

                
                    
                        
                            
                            
                        

                    

                

                
                    
                                                    Log in
                            Upload File
                                            

                

            


            	Most Popular
	Study
	Business
	Design
	Technology
	Travel
	Explore all categories


        

    





    
        
            
                
                    
                

                

                    
                        jason robust health data infrastructure.pdf

                    


                    
                        
                            	Home
	Documents
	JASON Robust Health Data Infrastructure.pdf


                        

                    


                    

    
        
            

                
                    

                        
                            
                                





































































                            

                        


                    

                

            

        

    


    
        
            prev

            next

        

        
            
                
            

            out of 69

        

    


    
                
            
        
            









                    
                        
							Upload: iggybau
                            Post on 01-Jun-2018

                            219 views

                        

                        
                            Category:
 Documents


                            0 download

                        

                    


                    
                        
                            Report
                        

                                                
                            	
                                    Download
                                


                        

                                            


                    
                        
                        
                            
                                    
Facebook

                        

                        
                        
                            
                                    
Twitter

                        

                        
                        
                            
                                    
E-Mail

                        

                        
                        
                            
                                    
LinkedIn

                        

                        
                        
                            
                                    
Pinterest

                        
                    


                    
                

                

                    
                    
                        Embed Size (px):
                            344 x 292
429 x 357
514 x 422
599 x 487


                        

                    

                    

                    

                    
                                        
                        TRANSCRIPT

                        	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

1/69

A Robust Health Data Infrastructure

Prepared for:

Agency for Healthcare Research and Quality540 Gaither Road

Rockville, MD 20850

www.ahrq.gov

Contract No. JSR-13-700

Prepared by:JASONThe MITRE Corporation

7515 Colshire DriveMcLean, VA 22102-7508

AHRQ Publication No. 14-0041-EF

April 2014

http://www.ahrq.gov/http://www.ahrq.gov/
	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

2/69

A Robust Health Data Infrastructure

Contact: Dan McMorrow [email protected]

November 2013

JSR-13-700

Approved for publication 4/09/2014. Distribution only by
sponsor: Director, Health IT

Agency for Healthcare Research and Quality

JASON

The MITRE Corporation7515 Colshire Drive

McLean, Virginia 22102-7508

(703) 983-6997

mailto:[email protected]:[email protected]
	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

3/69

i

Contents

1 Executive Summary 1

1.1 Introduction
.............................................................................................................................
1

1.2 The Promise of a Robust Health Data Infrastructure
..............................................................
1

1.3 Evidence of Benefits
................................................................................................................
2

1.4 Facing the Major Challenges
....................................................................................................
3

1.5 A New Software Architecture
..................................................................................................
3

1.6 Benefits of Rapid Adoption
......................................................................................................
5

1.7 Findings
....................................................................................................................................
5

1.8 Recommendations
...................................................................................................................
7

2 Introduction 9

2.1 The Promise of a Robust Health Data Infrastructure
..............................................................
9

2.2 JASON Study Charge
................................................................................................................
11

2.3 JASON Study Process
...............................................................................................................
12

2.4 Key Findings
.............................................................................................................................
13

3 Health Information Exchange Today 14

3.1 The Stakes are High and Complex
...........................................................................................
14

3.2 HITECH and Meaningful Use
....................................................................................................
18

3.3 Health Information Exchange (HIE) versus the Exchange of
Health Information ................... 20

3.4 Lessons Learned from Abroad
.................................................................................................
21

3.4.1 Sweden
.......................................................................................................................
21

3.4.2 United Kingdom
..........................................................................................................
22

3.4.3 Taiwan
.........................................................................................................................
23

3.5 Veterans Administration and Department of Defense
............................................................ 23

3.5.1 VA VistA System
..........................................................................................................
23

3.5.2 DOD CHCS System
.......................................................................................................
24

3.5.3 VA and DOD Interoperability
......................................................................................
25


	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

4/69


	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

5/69

1

1 Executive Summary

1.1 Introduction

The promise of improving health care through the ready access
and integration of health data has

drawn significant national attention and federal investment.
David Blumenthal (former National

Coordinator for Health Information Technology) and Marilyn
Tavenner (current Administrator for the

Centers for Medicare & Medicaid Services, CMS) have
characterized the situation well:

The widespread use of electronic health records in the United
States is inevitable. EHRs will improve

caregivers decisions and patients outcomes. Once patients
experience the benefits of this technology,

they will demand nothing less from their providers. Hundreds of
thousands of physicians have already

seen these benefits in their clinical practice.

But inevitability does not mean easy transition. We have years
of professional agreement and bipartisan

consensus regarding the potential value of EHRs. Yet we have not
moved significantly to extend the

availability of EHRs from a few large institutions to the
smaller clinics and practices where most Americans

receive their health care.[1]

The two overarching goals of moving to the electronic exchange
of health information are improved

health care and lower health care costs. Whether either, or
both, of these goals can be achieved

remains to be seen, and the challenges are immense. Health care
is one of the largest segments of the

US economy, approaching 20% of GDP. Despite the obvious
technological aspects of modern medicine,

it is one of the last major segments of the economy to become
widely accepting of digital information

technology, for a variety of practical and cultural reasons.
That said, the adoption of electronic records

in medicine has been embraced, particularly by health care
administrators in the private sector and by

the leaders of agencies of the federal and state governments
with responsibility for health care.

Although the transition to electronic records now seems a
foregone conclusion, it is beset by many

challenges, and the form and speed of that transition is
uncertain. Furthermore, there are questions

about whether that transition will actually improve the quality
of life, in either a medical or economic

sense.

1.2 The Promise of a Robust Health Data Infrastructure

In principle, a combination of electronic health records (EHRs)
and improved exchange of health

information could serve a number of useful purposes. Frequently
cited benefits include:

Satisfy the growing demand of patients for flexible access to
their own health information

Offer faster, interoperable access to patient records by health
care providers

Reduce errors within individual records and across records

Reduce redundant testing and diagnostic procedures

Produce more complete health records and more accurate health
data
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Promote better longitudinal tracking of patients and patient
groups

Promote improved standards of care and reduce the incidence of
errors in clinical practice

Provide research data of unprecedented power to inform clinical
care, public health, and

biomedical research

Facilitate better communication among health care providers and
patients

Enable electronic detection of health care fraud

Improve tracking of health care costs and benefits, thereby
enhancing understanding of the

economics of health care delivery.

Whether any of these benefits can be realized depends not only
on the framework for health

information technology and exchange, but also on the details of
any such implementation. It is therefore

vitally important to get those details right.

1.3 Evidence of Benefits

Evidence has been slow to accumulate that the widespread use of
EHRs and health information

exchanges (HIEs) actually improves the quality, safety, or
efficiency of health care in the US. This lack of

evidence is partly attributable to slower-than-anticipated
adoption rates of computerized health

information technology (HIT) systems, especially among small
health care organizations and individual

providers [2,3]. EHR adoption has been incentivized by HITECH
(Health Information Technology for

Economic and Clinical Health), a program that was part of the
American Recovery and Reinvestment Act

of 2009. That program has made more than $15.5 billion available
(through July 2013) to hospitals and

health care professionals based on their meeting certain EHR
benchmarks for so-called meaningful

use.HITECH funds also were used to stand up hundreds of HIEs
with the goal of mobilizing the

information contained in EHRs. Collectively, these efforts are
one of the largest investments in health

care infrastructure ever made by the federal government.

The evidence for modest, but consistent, improvements in health
care quality and safety is growing,

especially over the last few years [4]. Evidence has recently
emerged to indicate that EHRs can indeed

reduce the costs of health care in the general community
setting, and not just in an academic hospital

and its affiliated practices or in a large-scale health care
enterprise. A recent study of 180,000

outpatients and 800 clinicians in communities that had adopted
EHRs from multiple vendors found that,

over a multi-year period, the overall cost of outpatient care
was reduced by 3.1% relative to the control

group [5]. These and other encouraging findings suggest the
potential for improved efficiency program-

wide.

1.4 Facing the Major Challenges

A meaningful exchange of information, electronic or otherwise,
can take place between two parties

only when the data are expressed in a mutually comprehensible
format and include the information that
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both parties deem important. While these requirements are
obvious, they have been major obstacles to

the practical exchange of health care information.

With respect to data formats, the current lack of
interoperability among the data resources for EHRs

is a major impediment to the effective exchange of health
information. These interoperability issues

need to be solved going forward, or else the entire health data
infrastructure will be crippled. One routeto an interoperable
solution is via the adoption of a common mark-up language for
storing electronic

health records, and this is already being undertaken by the HHS
Office of the National Coordinator for

Health IT (ONC) and other groups. However, simply moving to a
common mark-up language will not

suffice. It is equally necessary that there be published
application program interfaces (APIs) that allow

third-party programmers (and hence, users) to bridge from
existing systems to a future software

ecosystem that will be built on top of the stored data.

There is a natural tension between the private and public use of
health-related data. Individual

patient health data are sensitive and therefore must be
carefully safeguarded, whereas population

health data are a highly valuable, and largely untapped,
resource for basic and clinical research. It is inthe public
interest to make such information available for scientific,
medical, and economic purposes,

thereby helping to realize the promise of a robust health data
infrastructure. Any HIT system for health

care must strive to balance these countervailing demands.

1.5 A New Software Architecture

The various implementations of data formats, protocols,
interfaces, and other elements of a HIT

system should conform to an agreed-upon specification.
Nonetheless, the software architecture that

supports these systems must be robust in the face of reasonable
deviations from the specification. The

term architecture is used in this report to refer to the
collective components of a software system thatinteract in
specified ways and across specified interfaces to ensure specified
functionality. This is not to

be confused with the term enterprise architecture,referring to
the way a particular enterprises

business processes are organized. In this report, architecture
is always used in the former sense.

To stimulate discussion, JASON proposes in this report a
possible software architecture for the

exchange of health information. That architecture is based on
the following core principles:

Be agnostic as to the type, scale, platform, and storage
location of the data

Use public APIs and open standards, interfaces, and
protocols

Encrypt data at rest and in transit

Separate key management from data management

Include with the data the corresponding metadata, context, and
provenance information

Represent the data as atomic data with associated metadata

Follow the robustness principle: be liberal in what you accept
and conservative in what you

send
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Provide a migration pathway from legacy EHR systems.

The architecture that JASON proposes allows for various specific
implementations, including as

possibilities integrated software suites that run on a single
box, a cloud implementation, or a widely

federated system of systems with shared responsibilities across
different organizations. At the

architectures top layer are the applications that interface with
the physical world. Stakeholders interactwith the architecture
through these applications. The bottom layers of the architecture
are for physical

and logical data storage, including accompanying metadata that
provide information about what the

data are and where they came from. All data are encrypted, both
at rest and in transit. Between the

encrypted data layers and the user interface applications layer
are intermediate layers that search,

index, process, and organize the data.

JASON believes that patient health privacy issues should be
mapped onto well-defined architectural

elements in the health data infrastructure. The software
architecture that JASON proposes adopts the

principle that the ultimate owner of a given health care record
is the patient him/herself. Thus, the

intermediate and top layers of the architecture can gain access
to the stored data only throughIdentification, Authorization, and
Privacy Services.These services include cryptographic key and

certificate management, which are handled in accordance with
privacy choices made by the patient and

the various health care providers. The proposed software
architecture capitalizes upon best practices

developed in the information technology community to protect
electronic information by encrypting it

at all times, and by separating key management from data
management. Maximal flexibility is achieved

to implement various security regimes by associating distinct
user permissions with each atomic data

element (e.g., blood pressure measurement, serum glucose level)
and accompanying metadata. It is

anticipated that different individuals will opt for different
levels of assumed riskassociated with sharing

their personal data, in exchange for different perceived
benefits that might result from that sharing.

The architecture incorporates a migration pathway from the
current legacy software used to store

and process EHRs to the future system of broad interoperability.
This pathway could be provided by

published APIs mandated through the CMS Stage 3 Meaningful Use
program, which aims to provide

incentives for improving health care outcomes through the
adoption of EHRs

There would be opportunities to operate within the new software
architecture even as it is starting

to be implemented. The APIs provide portals to legacy HIT
systems at four different levels within the

architecture: medical records data, search and index
functionality, semantic harmonization, and user

interface applications. These interfaces would allow the
architecture to be populated from the legacy

systems until the time when all data and functionality are fully
contained within the architecture. For

example, search functions could pull data from the legacy
systems and index those data so that they are

more amenable to general queries. User interface applications
could capture formatted screens from

the legacy systems and reformat the information to better meet
the needs of individual users. In this

way, the interoperability of the new system would begin to take
shape even before all of the data reside

within the architecture.


	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

9/69

5

1.6 Benefits of Rapid Adoption

Even in the early stages of adoption, a new software
architecture for health information would offer

potential benefits, including the opportunity to enhance both
clinical care and biomedical research.

Above all, it will begin to shift control from a small number of
software vendors to a software ecosystem

with a diversity of products and apps,focused on the patient,
and enabling health care providers topartner with patients in data
sharing. The patient will have increasing control over his/her own
data and

will take responsibility for that information by reviewing the
elements of the EHR, setting access

permissions, and making his/her own contributions to the
dataset. Increased patient engagement will

foster improved patient education, health maintenance, and
treatment compliance. Physicians and

other health care providers will become discerning customers of
a robust health data infrastructure,

rather than slaves to a closed-box system. Patients and
providers will gravitate toward user interface

applications that provide the best functionality and
convenience. Vendors will need to serve these

consumers if they are to be successful in the HIT
marketplace.

A new software architecture will make aggregated health care
data available to all biomedicalresearchers, not just those who
happen to work at a large academic center with strength in a
particular

specialty. The federated database will provide large effective
sample sizes, both to support statistical

significance and to identify statistical outliers. In the near
term, the data will consist mostly of traditional

EHRs, including information about medical history, physical
examination, physicians notes and orders,

laboratory reports, and medical treatments. These data are
already being supplemented by genomic

data, expression data, data from embedded and wireless sensors,
and population data gleaned from

open sources, all of which will become more pervasive in the
years ahead. Biomedical researchers in the

US will be able to draw upon what amounts to an ongoing clinical
trial with over 300 million potential

enrollees who report their individual outcomes in relation to
their individual medical history and

treatment record.

Adoption of a new software architecture for the exchange of
health information also is expected to

have economic benefit, even in the short term. Through data
mining and predictive analytics, methods

analogous to those used in the financial services sector, it
should be possible to reduce significantly the

estimated $60100 billion of annual health care fraud in the US.
Even the partial recovery of fraudulent

billing for duplicate claims, unbundled services, and services
not rendered would more than cover the

cost of implementing the architecture. The data also will
contribute to improved understanding of the

economics of health care delivery, both in the aggregate and for
particular instantiations that either

outperform or underperform the aggregate in achieving beneficial
outcomes.

1.7 Findings

The following two findings are fundamental and mutually
dependent, and the challenges that they

identify must be overcome to enable further progress in
developing a robust health data infrastructure.

1. The current lack of interoperability among data resources for
EHRs is a major impediment to the

unencumbered exchange of health information and the development
of a robust health data
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infrastructure. Interoperability issues can be resolved only by
establishing a comprehensive,

transparent, and overarching software architecture for health
information. (Section 2.4)

2. The twin goals of improved health care and lowered health
care costs will be realized only if health-

related data can be explored and exploited in the public
interest, for both clinical practice and

biomedical research. That will require implementing technical
solutions that both protect patientprivacy and enable data
integration across patients. (Section 2.4)

The findings listed below concern the migration pathway from
present HIT systems to a unifying HIT

software architecture that is agnostic as to the scale and
location of the stored data, protective of the

data as they move across components of the architecture, and
tolerant of variation in the receipt of

information.

3. The criteria for Stage 1 and Stage 2 Meaningful Use, while
surpassing the 2013 goals set forth by

HHS for EHR adoption, fall short of achieving meaningful use in
any practical sense. At present,

large-scale interoperability amounts to little more than
replacing fax machines with the electronic

delivery of page-formatted medical records. Most patients still
cannot gain electronic access to their

health information. Rational access to EHRs for clinical care
and biomedical research does not exist

outside the boundaries of individual organizations. (Section
3.2)

4. Although current efforts to define standards for EHRs and to
certify HIT systems are useful, they lack

a unifying software architecture to support broad
interoperability. Interoperability is best achieved

through the development of a comprehensive, open architecture.
(Section 5.1)

5. Current approaches for structuring EHRs and achieving
interoperability have largely failed to open

up new opportunities for entrepreneurship and innovation that
can lead to products and services

that enhance health care provider workflow and strengthen the
connection between the patient

and the health care system, thus impeding progress toward
improved health outcomes. (Section

5.1)

6. HHS has the opportunity to drive adoption and
interoperability of electronic health records by

defining successive stages of Meaningful Use criteria that move
progressively from the current

closed box systems to an open software architecture. (Section
5.2)

7. The biomedical research community will be a major consumer of
data from an interoperable health

data infrastructure. At present, access to health data is mostly
limited to proprietary datasets of

selected patients. Broad access to health data for research
purposes is essential to realizing the

long-term benefits of a robust health data infrastructure.
(Section 6.2)

8. The data contained in EHRs will increase tremendously, both
in volume and in the diversity of input

sources. It will include genomic and other omic data,
self-reported data from embedded and

wireless sensors, and data gleaned from open sources. Some types
of personal health data,

especially when combined, will make it possible to decipher the
identity of the individual, even

when the data are stripped of explicit identifying information,
thus raising challenges for

maintaining patient privacy. (Section 6.3)
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9. The US population is highly diverse, reflecting much of the
diversity of the global population.

Therefore, important research findings applicable to Americans
are likely to come from shared

access to international health data. Currently there is no
coherent mechanism for accessing such

data for research. (Section 6.4)

10. Electronic access to health data will make it easier to
identify fraudulent activity, but at presentthere is little effort
to do so using EHRs. (Section 6.5)

1.8 Recommendations

1. CMS should embrace Stage 3 Meaningful Use as an opportunity
to break free from the status quo

and embark upon the creation of a truly interoperable health
data infrastructure. (Section 3.2)

2. An immediate goal, to be sought within 12 months (including
time for consultation with

stakeholders), should be for ONC to define an overarching
software architecture for the health data

infrastructure. (Section 5.1)

2.1. The architecture should provide a logical organization of
functions that allow interoperability,

protect patient privacy, and facilitate access for clinical care
and biomedical research. JASON has

provided an example of what such an architecture might look
like.

2.2. The architecture should identify the small set of necessary
interfaces between functions,

recognizing that the purpose of a software architecture is to
provide structure, while avoiding

having everything talking to everything.

2.3. The architecture should be defined, but not necessarily
implemented, within the 12 month

period. During that time, ONC should create (or redirect)
appropriate committees to carry out,

continuing beyond the 12 month horizon, the detailed development
of requirements for thefunctions and interfaces that comprise the
architecture.

3. To achieve the goal of improving health outcomes, Stage 3
Meaningful Use requirements should be

defined such that they enable the creation of an entrepreneurial
space across the entire health data

enterprise. (Section 5.2)

3.1. EHR software vendors should be required to develop and
publish APIs for medical records

data, search and indexing, semantic harmonization and vocabulary
translation, and user interface

applications. In addition, they should be required to
demonstrate that data from their EHRs can be

exchanged through the use of these APIs and used in a meaningful
way by third-party software

developers.

3.2. The APIs should be certified through vetting by multiple
third-party developers in regularly

scheduled code-a-thons.

3.3. Commercial system acquisition by the VA and DOD should
adhere to the requirements for

creating public APIs, publishing and vetting them, and
demonstrating meaningful data exchange by

third-party software developers.
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4. The ONC should solicit input from the biomedical research
community to ensure that the health

data infrastructure meets the needs of researchers. This would
be best accomplished by convening a

meeting of representative researchers within the immediate (12
month) time frame for architecture

definition. (Section 6.2)

5. The adopted software architecture must have the flexibility
to accommodate new data types thatwill be generated by emerging
technologies, the capacity to expand greatly in size, and the
ability to

balance the privacy implications of new data types with the
societal benefits of biomedical research.

(Section 6.3)

6. The ONC should exert leadership in facilitating international
interoperability

for health data sharing

for research purposes. The genomics community is already engaged
in such efforts for the sharing of

sequence data, and the ONC should consider adopting a similar
process. (Section 6.4)

7. Large-scale data mining techniques and predictive analytics
should be employed to uncover

signatures of fraud. A data enclave should be established to
support the ongoing development and

validation of fraud detection tools to maintain their
effectiveness as fraud strategies evolve. (Section

6.5)

JASON is grateful to have had this opportunity to examine the
challenging and important topic of

enhancing the adoption and interoperability of electronic health
records. The body of this report

provides the details of an example software architecture that
breaks the stranglehold of current

stovepipe systems and facilitates migration to a software
ecosystem, with a diversity of products and

apps, that fosters innovation and entrepreneurship. JASON
believes that now is time to define such an

architecture, leveraging the opportunity to specify CMS Stage 3
Meaningful Use requirements to drive

implementation. A fundamental precept of medicine is: Above all,
do no harm.A softwarearchitecture that is broadly tolerant of
different scales, input types, and sites for data storage and

processing offers a sure pathway, and one that will be open to
future innovation. Patients and health

care providers will be in a position to choose which particular
implementations within the architecture

have the most utility for their needs.
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2 Introduction

An electronic health record (EHR) is a longitudinal digital
record of an individuals health

information. There are many different motivations for moving to
EHRs and the electronic exchange of

health information, and these tend to vary depending on the
person or agency within the overall health

care system. However, the two overarching goals most commonly
associated with the increased use ofhealth information technology
(HIT) are improved health care and lower health care costs.
Whether

either, or both, of these goals can be achieved remains to be
seen, and the challenges are immense.

Health care is one of the largest segments of the US economy,
approaching 20% of GDP. Despite the

obvious technological aspects of modern medicine, it is one of
the last major segments of the economy

to become widely accepting of digital information technology,
for a variety of practical and cultural

reasons. That said, the adoption of electronic records in
medicine has been embraced, particularly by

health care administrators in the private sector and by the
leaders of agencies of the federal and state

governments with responsibility for health care. Although the
transition to electronic records now

seems a foregone conclusion, it is beset by many challenges, and
the form and speed of that transition isuncertain. Furthermore,
there are questions about whether that transition will actually
improve the

quality of life, in either a medical or economic sense.

The situation was well summarized in a 2010 Perspective in the
New England Journal of Medicineby

David Blumenthal (former National Coordinator for Health
Information Technology) and Marilyn

Tavenner (current Administrator for the Centers for Medicare
& Medicaid Services, CMS) [1]:

The widespread use of electronic health records in the United
States is inevitable. EHRs will improve

caregivers decisions and patients outcomes. Once patients
experience the benefits of this technology,

they will demand nothing less from their providers. Hundreds of
thousands of physicians have already

seen these benefits in their clinical practice.

But inevitability does not mean easy transition. We have years
of professional agreement and bipartisan

consensus regarding the potential value of EHRs. Yet we have not
moved significantly to extend the

availability of EHRs from a few large institutions to the
smaller clinics and practices where most Americans

receive their health care.

2.1 The Promise of a Robust Health Data Infrastructure

The promise of improving health care through the ready access
and integration of health data and

records has been offered for nearly 150 years, beginning with
Florence Nightingale in 1863 [6]:

In attempting to arrive at the truth, I have applied everywhere
for information but scarcely an instance

have I been able to obtain hospital records fit for any purpose
of comparison. If they could be obtained

they would enable us to decide many other questions besides the
ones alluded to. They would show

subscribers how their money was spent, what amount of good was
really being done with it or whether

their money was not doing mischief rather than good.
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Yet more than a century after Florence Nightingale pointed out
the obvious benefit of broad access

to and integration of health records, health care still had not
been empowered with such information. In

1967 a cry went out from the National Advisory Commission on
Health Manpower to encourage the

harnessing of technology to improve the efficiency and
effectiveness of health care delivery [7]:

The Panel on the Impact of New Technologies was asked by the
National Advisory Commission on Health

Manpower to suggest specific areas of technological innovations
that could improve the efficiency and

effectiveness of health manpower. [I]t became apparent that the
problem is as much one of bringing

existing technology into working support of physicians as it is
one of developing new technology; it

appeared that much of the technology that is needed already
exists. [Technology] will surely provide new

and more excellent means for coping with unsolved problems.

Nearly thirty years later, in 1995, the Veterans Administration
(VA) took the Commissions

recommendation to heart and made unprecedented advances in using
existing technology to reform the

delivery of health care to veterans, reducing costs and
overcoming significant cultural barriers. However,

this has been followed by more than 15 years of stalemate in
developing the infrastructure and meansfor exchanging information
between the VA system and the DOD health care systems for active
military

personnel.

Another example of progress only slowly won is attributed to
Sidney Garfield, one of the co-

founders of Kaiser Permanente, who said of health information
technology in 1970 [8]: Matching the

superb technology of present-day medicine with an effective
delivery system can raise U.S. medical care

to a level unparalleled in the world.It was forty years later,
in 2010, that Kaiser Permanente completed

the implementation of its HealthConnect system across 533
medical offices and 37 hospitals. Even

now, interoperability among separate geographic blocks of these
facilities remains elusive.

In 2009 the Health Information Technology for Economic and
Clinical Health (HITECH) Act becamelaw as part of the America
Reinvestment and Recovery Act. This was evidence of the US
government

recognizing the need for more aggressive progress on the
challenge of exchange of health information.

Through a series of current incentives and future disincentives,
the HITECH Act aims to move the US

health care system toward adoption of a national-scale
information technology with broad

interoperability to meet the promise of improved health and
health care delivery at reduced cost. As

distinct from some of the earlier proposals, this vision
encourages the integration of clinical research

with health care delivery and the monitoring of population
health, enabling the current standard of

practice to evolve toward more personalized medicine.

In principle, a combination of EHRs and improved exchange of
health information could serve anumber of useful purposes.
Frequently cited benefits include:

Satisfy the growing demand of patients for flexible access to
their own health information

Offer faster, interoperable access to patient records by health
care providers

Reduce errors within individual records and across records

Reduce redundant testing and diagnostic procedures
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Produce more complete health records and more accurate health
data

Promote better longitudinal tracking of patients and patient
groups

Promote improved standards of care and reduce the incidence of
errors in clinical practice

Provide research data of unprecedented power to inform clinical
care, public health, andbiomedical research

Facilitate better communication among health care providers and
patients

Enable electronic detection of health care fraud

Improve tracking of health care costs and benefits, thereby
enhancing understanding of the

economics of health care delivery.

Whether any of these benefits can be realized depends not only
on the framework for health

information technology and exchange, but also on the details of
any such implementation. It is therefore

vitally important to get those details right.

2.2 JASON Study Charge

Health and Human Services (HHS), through the Office of the
National Coordinator for Health IT

(ONC) and the Agency for Healthcare Research and Quality (AHRQ),
requested this JASON study. ONC,

reporting directly to the Secretary of HHS, has been
legislatively mandated to be the principal federal

entity responsible for the coordination and implementation of
nationwide efforts for the electronic

exchange of health information. AHRQ, an agency within HHS,
promotes research on the quality, safety,

efficiency, and effectiveness of health care, with the goal of
improving health care decision-making and

the quality of health for all Americans.

HHS asked JASON to address the nationally significant challenge
of developing comprehensive

clinical datasets, collected in real world environments and
accessible in real time, to support clinical

research and to address public health concerns. These datasets
could be used to guide clinical research,

enhance medical decision-making, and respond quickly to public
health challenges. The specific

challenge is to derive relevant information from the population
as a whole in a way that is timely, cost-

effective, and responsive to new research directions that evolve
from health trend observations. These

datasets also could enable comparative effectiveness research,
resulting in more accurate and

individualized medical decision-making. There might be further
benefits to public health resulting from

comprehensive syndromic surveillance and adverse event
monitoring that would be coupled to therapid assessment,
dissemination, and utilization of health data.

Specifically, JASON was asked to address the following
questions.

How can complex data handling techniques and Internet-based
technologies be applied to

health care to promote the development of real-time integrated
datasets at a scale seen in

other industries?
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How can the various users of health data in the clinical
research and public health communities

be presented with tailored and highly specific data views in
near real time based on routinely

collected health data?

As health data grows from megabits to gigabits per individual,
what fine-grained analytics

should be made available to patients and health care providers
to guide health care decisions?

What fundamental data management capabilities are needed to
support potential future

requirements in an open-ended manner?

What are the national security consequences of not addressing
comprehensive health data

opportunities in clinical research and public health?

2.3 JASON Study Process

JASON was introduced to the topic through briefings by various
experts, listed in Table 1. Materials

recommended by these individuals, together with a wide range of
other publically available materials,

were reviewed and discussed by JASON.

Table 1.JASON Study Briefers

Name Organization

David Altshuler The Broad Institute

Marc Armstrong University of Iowa

Murray Campbell IBM

Christine Cassel National Quality Forum

Deborah Estrin Cornell UniversityKenneth Kizer UC Davis

John Mattison Kaiser Permanente

Craig Mundie Microsoft

Sean Nolan Microsoft

Ryan Panchadsaram The White House

Kevin Patrick UC San Diego

Bharat Rao Deloitte

Dan Roden Vanderbilt University

Ben Sawyer DigitalmillTed Shortliffe Arizona State
University

Carla Smith HIMSS

Michael Snyder Stanford University

Robert Sorrentino IBM

Note: Joy Keeler Tobin (MITRE) and Michael Painter (RWJF) played
principal roles in coordinating the briefings.

Most briefers attended the full set of presentations and
participated in the accompanying

discussions. This was a candid exchange that led to the
emergence of the following themes:

EHRs and health information exchanges (HIEs) are currently
woefully inadequate in what they

provide to health care professionals

Data collection interrupts workflow and needs to be made less
intrusive

The level of interoperability set forth through the CMS
Meaningful Use criteria, as a result of the

HITECH Act, is too low to drive meaningful progress
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Innovation in health care appears to be frozen by a deluge of
overly ambitious, insufficiently

practical, and often conflicting advice

Vendor proprietary issues are a barrier to interoperability and
innovation

There are a plethora of standards and national deployment
organizations, but none that might

be regarded as a consensus for adoption

A HIE infrastructure that will support research has not yet been
identified, and current efforts

toward this infrastructure may have the opposite effect

EHRs should not be things that one buys, but rather things that
evolve through cultural change

aided by technology

It is desirable to have a continuous rather than episodic
personal health record

At present, HIEs are largely seen as replacements for fax
machines.

One participant eloquently paraphrased W. Edwards Deming: If you
invest in automating bad things,

you just make bad things happen faster. Clearly it is necessary
to devise a better path forward.

2.4 Key Findings

The above discussion leads JASON to the following two key
findings. These findings are fundamental

and mutually dependent, and the challenges that they identify
must be overcome to enable further

progress in developing a robust health data infrastructure.

The current lack of interoperability among data resources for
EHRs is a major impediment to the

unencumbered exchange of health information and the development
of a robust health data

infrastructure. Interoperability issues can be resolved only by
establishing a comprehensive,

transparent, and overarching software architecture for health
information.

The twin goals of improved health care and lowered health care
costs will be realized only if health-

related data can be explored and exploited in the public
interest, for both clinical practice and

biomedical research. That will require implementing technical
solutions that both protect patient

privacy and enable data integration across patients.

The remainder of this report will develop specific
recommendations to address these key findings

and will present additional findings and recommendations. The
complete list of findings and

recommendations appears in the Executive Summary in sections 1.7
and 1.8, respectively. Chapter 3provides some background on how the
development of EHRs and the exchange of health information

are currently conducted. Chapter 4 lays the foundation for the
development of a HIT software

architecture. Chapter 5 provides an example of such an
architecture. Chapter 6 points out important

research directions that would benefit from wide access to EHRs,
and Chapter 7 offers some concluding

remarks.


	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

18/69

14

3 Health Information Exchange Today

There is a growing consensus in the biomedical community,
especially at the administrative level,

that the appropriate use of EHRs and HIEs could lead to improved
health outcomes overall, and help to

lower health care costs in the long term. The movement towards
EHRs (and their exchange via HIEs and

other mechanisms) enjoys support from many funding and
regulatory agencies, health care providers,health entrepreneurs,
and other stakeholders within the biomedical community. Limited but
seemingly

successful implementations of EHRs and HIEs already exist in
selected cases, for example, at the VA,

Kaiser Permanente, Vanderbilt University Medical School, and in
a few other countries.

Evidence that the widespread use of EHRs and HIEs actually
improves the quality, safety, or

efficiency of health care in the US has been slow to accumulate.
This lack of evidence is partly

attributable to slower-than-anticipated adoption rates of
computerized HIT systems, especially among

small health care organizations and individual providers [2,3].
EHR adoption has been incentivized by

HITECH (Health Information Technology for Economic and Clinical
Health), a program that was part of

the American Recovery and Reinvestment Act of 2009. That program
has made more than $15.5 billionavailable (through July 2013) to
hospitals and health care professionals based on their meeting
certain

EHR benchmarks for so-called meaningful use.This is one of the
largest investments in health care

infrastructure ever made by the federal government.

The evidence for modest, but consistent, improvements in health
care quality and safety is growing,

especially over the last few years [4]. Evidence has recently
emerged to indicate that EHRs can indeed

reduce the costs of health care in the general community
setting, and not just in an academic hospital

and its affiliated practices or in a large-scale health care
enterprise. A recent study of 180,000

outpatients and 800 clinicians in communities that had adopted
EHRs from multiple vendors found that,

over a multi-year period, the overall cost of outpatient care
was reduced by 3.1% relative to the control

group [5]. These and other encouraging findings suggest the
potential for improved efficiency program-

wide.

3.1 The Stakes are High and Complex

Even with the emerging evidence of benefit, implementing the
useful exchange of EHRs across the

entirety of the US presents an enormous challenge. That
challenge is made more difficult by the

multifactorial natureof the problem. Serious issues need to be
faced at every level of implementation.

These issues do not fit neatly into a traditional classification
scheme of technical, organizational,

sociocultural, and regulatory concerns. Rather, most of the
issues and challenges cut across several of

those areas. The following list of problems gives a window into
the complexity of implementing a

comprehensive and robust national heath data infrastructure.

1. The federation problem.There are at least 50 separate
agencies charged with health care

responsibilities in the federal government. There are also the
50 states, each running its own health

care and public health systems. There are tens of thousands of
private-sector health care providers


	
8/9/2019 JASON Robust Health Data Infrastructure.pdf

19/69

15

and enterprises, both large and small, delivering medical
services. HHS might be regarded as the

closest approximation to a central authority for health care
issues in the US government, but its

jurisdiction is limited.

2. The turf problem.Given the federation problem, different
entities have assumed overlapping

jurisdiction for various aspects of health care delivery.
Different federal agencies have authority overdifferent aspects of
EHR implementation and exchange, but there does not appear to be
any single

interagency group charged with coordinating and harmonizing
these efforts. That said, two Federal

Advisory Committees have been created to assist with
coordination: the Health IT Policy Committee

and the Health IT Standards Committee [9]. These advisory groups
report to ONC, which has a broad

mandate for the coordination of HIEs. However, there has been
lack of movement by these groups

since the release of the 2011 report by the Presidents Council
of Advisors on Science and

Technology (PCAST) on health information technology [10].

3. The scalability problem.A federated national database of all
health-related information would be

enormous (on the order of exabytes). As the number of patient
records grows, several big dataissues loom large, for example,
pertaining to access, collation, storage, transport, maintenance,
and

security of the data. The issues surrounding the management of
vast amounts of data are being

addressed in many other research communities, and great strides
are being made. Fortunately,

many of those solutions also could be applied to health-related
data. The key to addressing the big

data issues surrounding improved health care and lower health
care costs is the need for

interoperability among the data sources. This simply does not
exist in current health care practice

and is impaired by the proprietary manner in which the data are
curated.

4. The user interface problem.User issues are serious and
threaten to scuttle the entire enterprise.

Data entry for EHRs is almost universally acknowledged to be
cumbersome, offering no perceived

improvement over traditional handwritten charts. This is not
merely an issue of training, but also a

serious workflow issue. The user interface is not up to modern
standards and there is little incentive

to improve this situation. As a result of most current EHRs
being part of a closed, vertically

integrated system, there is limited interoperability. The lack
of competitive pressure gives little

opportunity for innovation that could result in better user
interfaces.

5. The interdisciplinary problem.This problem is related to, but
goes beyond, the user interface

problem. The EHR/HIE arena needs more players with
interdisciplinary skills, particularly individuals

with training in both computer science and biomedicine. Such
people do exist, but they are too few

in number at present. It will take some time for a new specialty
discipline of biomedical information

technology to emerge and provide a substantial cohort of skilled
workers. This issue is a common

theme across the many reports on modern health care from the US
National Academy of Sciences

[11].

6. The front-loaded cost problem.The development and
implementation costs for EHRs and HIEs are

acknowledged to be substantial. Who will pay for these costs?
Up-front expenses are anticipated to

be more than offset by long-term health care savings. However,
such savings may be realized
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elsewhere in the health care economic system and wont
necessarilyprovide a good return on

investment to the entities directly responsible for implementing
EHRs and HIEs. It has been

estimated that the implementation costs can exceed $32,000 per
physician [12].

7. The payer problem.This problem is related to the front-loaded
cost problem, but goes beyond it.

The ultimate payer for health care in the US is the individual
consumer, but payment is carried outthrough many intermediaries and
indirect mechanisms, including via government taxation and

private health insurers. There is no clear answer as to which
groups should bear the implementation

and maintenance costs for EHRs and HIEs. Some of this
responsibility has been incentivized by

Meaningful Use funding provided through HITECH, but that seems
insufficient and not sustainable

to drive the entire payment system.

8. The business model problem.There are several new business
models for implementing limited

aspects of EHRs and HIEs, including Microsoft HealthVault [13]
and BlueButton+ [14]. Importantly,

these all rely on external ways of collecting and entering data
into EHRs, and so only address part of

the problem. None of these models have yet been established to
be economically viable. Thedecision in 2013 by Google to terminate
Google Health [15] is an indicator that success is not

guaranteed. If any self-sustaining, private sector alternative
to government-funded EHRs and HIEs is

to arise from the free market and exist stably, it must
establish and prove a viable business model.

For such a model to survive, it needs an innovation boost. That
will require breaking down the

barriers of closed proprietary systems that are highly limited
in their interoperability. It will require

publishing interfaces and protocols, built around an agreed-upon
software architecture that will

provide the basis on which new business models can develop and
evolve.

9. The exchange concept problem.Widely different concepts
currently exist among health care

professionals regarding what a HIE can and should do. These
concepts differ as to what types of data

the HIE should manage, as well as who should have access to the
data and for what purposes.

10. The data security problem.Individual health data are almost
universally considered to be sensitive

and in need of protection. Beyond privacy concerns, which are
considerable, the safeguarding of

individual health care information is vital to protect against
fraud, identity theft, and other types of

criminal abuse. If protection and security are not part of the
systems that are developed, people will

not trust the technology and will not participate in it.
Conversely, population health data are

considered to be extremely valuable assets for clinical practice
and biomedical research, and

therefore very much in the public interest to be exploited. The
Health Insurance Portability and

Accountability Act of 1996 (HIPAA) [16] enacted complex privacy
provisions for health care records,

with stiff penalties for violation, enforced by HHS. Some
regulatory aspects of HIPAA are

controversial, and some others are viewed as an impediment to
biomedical research. Regardless,

there are many difficult security issues associated with keeping
individual data secure while moving

forward with population studies in the public interest.

11. The data integrity problem.There are many issues pertaining
to the accuracy and consistency of the

data, including the need for highly reliable disambiguation of
an individuals health information.The
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absence of a unique identifier for an individual can lead to
record misidentification, and thereby to

the accidental release of information to the wrong individual (a
HIPAA violation) or the conflating of

two personsmedical records in the context of either medical
treatment or research. Especially with

the redaction of records for privacy protection and the sharing
of partial datasets, the potential for

misidentification is large.

12. The access and curation problem.This problem concerns not
only practical issues of maintenance

and secure storage of data records, but also the reconciling of
errors or discrepancies, safeguarding

of access, and consolidation of data. How, for example, might
individuals correct errors that they

discover in their own records? Will they be permitted to elect
proxies to check their individual

records and make the necessary corrections? Will individuals or
their proxies be allowed to delete

information or to change the access permissions? Could such
deletions or adjustments be made

retrospectively?

13. The consent problem.This problem is closely related to the
access and curation problem. If an

individual is allowed to set the access permissions for
information stored in his/her own EHR, howwill such permissions
actually get set? Will there be general categories of access
permissions to

which a user would subscribe? Would the default trust levels be
set in advance so that most types of

research use would be allowed by default (opt out), or would
research use have to be specifically

enabled (opt in)? Would the user be expected to sign an
electronic indemnification against re-

identification?

14. The intellectual property problem.It is becoming
increasingly accepted that each person owns

his/her individual medical data. However, there has been
controversy about health-related

products, tests, and inventions that arise out of these data.
Would individuals be eligible for any

form of compensation for their individual data if these
contributed to the economic success of a

business enterprise? Is there an implicit contract when an
individual gives up a measure of personal

privacy and releases his/her medical information? What do they
receive in return, and should this

return be made more tangible? Would it include any direct form
of compensation or would profits

from the information be restricted to the commercial
developer?

15. The legal liability problem.Many physicians may be reluctant
to embrace EHRs because of

malpractice concerns. They may believe that they are better
protected against malpractice lawsuits

by the handwritten chart system. Furthermore, HIPAA has raised
many new issues about data

handling. There are also international legal issues about
sharing health information. Many

unresolved legal concerns surround legal liability in the event
of medical errors that are byproducts

of health analysis software or EHR data encoding.

Addressing all of these problems is well beyond a reasonable
scope for this report. Instead the focus is

on the technical issues that are within JASONsrange of
expertise, including items 3, 4, and 913.
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3.2 HITECH and Meaningful Use

The HITECH Act, enacted in 2009, aimed to accelerate the
development and adoption of EHRs and to

synergize the creation of a robust, sustainable, HIT
infrastructure in the US. HITECH included

commitment to significant financial incentives and investment
($27 billion over 10 years) by the US

government to health care providers and to the states for
demonstratively improving health caredelivery, quality, and
outcomes. The targeted health care providers include physicians,
nurse

practitioners, certified nurse midwives, dentists, physician
assistants, acute care hospitals, and childrens

hospitals. With the exception of the hospitals and
pediatricians, eligible health care providers must have

a 30% minimum volume of Medicaid patients.

The incentive program is based on health care providers meeting
the CMS Meaningful Use criteria,

that is, meaningfully using federally certified EHR technology.
There are three stages to the incentive

program, and failure to participate will result in financial
disincentives in the future. Stage 1 will be

completed in 2013, Stage 2 has been defined and will commence in
2014, and Stage 3 has not yet been

defined. Table 2 summarizes the Stage 1 objectives. Stage 2
requires increased level of implementationfor most of the Stage 1
criteria; eliminates a few objectives, such as providing patients
timely electronic

access to their health information; and adds a requirement of
secure electronic messaging to at least 5%

of the patients. CMS maintains a complete description of
Meaningful Use and current information on

the incentive program [17].

The following finding and recommendation summarizes
JASONsassessment of the current situation

regarding the adoption of EHRs.

Finding

The criteria for Stage 1 and Stage 2 Meaningful Use, while
surpassing the 2013 goals set forth by

HHS for EHR adoption, fall short of achieving meaningful use in
any practical sense. At present,

large-scale interoperability amounts to little more than
replacing fax machines with the electronic

delivery of page-formatted medical records. Most patients still
cannot gain electronic access to their

health information. Rational access to EHRs for clinical care
and biomedical research does not exist

outside the boundaries of individual organizations.

Recommendation

CMS should embrace Stage 3 Meaningful Use as an opportunity to
break free from the status quo

and embark upon the creation of a truly interoperable health
data infrastructure.
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Table 2.Summary of Core Objectives for Stage 1 Meaningful
Use

Objective Measure

Record patient demographics (sex, race, ethnicity,

date of birth, preferred language, and in the case of

hospitals, date and preliminary cause of death)

Over 50% of patients demographic data recorded as

structured data

Record vital signs and chart changes (height, weight,

blood pressure, body-mass index, growth charts for

children)

Over 50% of patients 2 years of age or older have

height, weight, and blood pressure recorded as

structured data

Maintain up-to-date problem list of current and

active diagnoses

Over 80% of patients have at least one entry

recorded as structured data

Maintain active medication list Over 80% of patients have at
least one entry

recorded as structured data

Maintain active medication allergy list Over 80% of patients
have at least one entry

recorded as structured data

Record smoking status for patients 13 years of age or

older

Over 50% of patients 13 years of age or older have

smoking status recorded as structured data

For individual professionals, provide patients withclinical
summaries for each office visit; for hospitals,

provide an electronic copy of hospital discharge

instructions on request

Clinical summaries provided to patients for >50% ofall office
visits within 3 business days; >50% of all

patients discharged from the inpatient or emergency

department of an eligible hospital or critical access

hospital and who request an electronic copy of their

discharge instructions are provided with it

On request, provide patients with an electronic copy

of their health information (including diagnostic-test

results, problem list, medication lists, medication

allergies, and for hospitals, discharge summary and

procedures)

Over 50% of requesting patients receive electronic

copy within 3 business days

Generate and transmit permissible prescriptions

electronically (does not apply to hospitals)

Over 40% are transmitted electronically using

certified EHR technologyComputer provider order entry (CPOE)
for

medication orders

Over 30% of patients with at least one medication in

their medication list have at least one medication

ordered through CPOE

Implement drugdrug and drugallergy interaction

checks

Functionality is enabled for these checks for the

entire reporting period

Implement capability to electronically exchange key

clinical information among providers and patient-

authorized entities

Perform at least one test of EHRs capacity to

electronically exchange information

Implement one clinical decision support rule and

ability to track compliance with the rule

One clinical decision support rule implemented

Implement systems to protect privacy and security

of patient data in the EHR

Conduct or review a security risk analysis, implement

security updates as necessary, and correct identified

security deficiencies

Report clinical quality measures to CMS or states For 2011,
provide aggregate numerator and

denominator through attestation; for 2012,

electronically submit measures

Reproduced from Blumenthal and Tanner [1].
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3.3 Health Information Exchange (HIE) versus the Exchange of
Health Information

In addition to providing financial incentives for meaningful
use, the HITECH Act provides financing

for grants through the ONC for the creation of statewide HIEs.
These are organizations that oversee and

loosely govern the exchange of electronic health information.
There are now more than 200 of these

organizations, 22 in California alone. These organizations act
as consolidation points for health records,with the goal of
reducing the high costs of information flow by using electronic
means. HIEs may be run

by state agencies or privately, and are subject to numerous
state and federal regulations, some which

are still being defined.

A sustainable business model for HIEs remains to be established
[18,19]. A recent report [20] found

that 74% of the HIEs surveyed have issues of financial
viability, reporting that the development of a

sustainable business model is a moderate or substantial barrier.
The various HIEs use disparate and

largely incompatible technical approaches (e.g., query models,
push models, end-to-end interrogation).

Only 30% of hospitals currently receive data from HIEs, and only
10% of ambulatory practices do so.

In contrast, the exchange of health information refers more
generally to the mobilization of health

care information in electronic form, including the contents of
EHRs, within or across organizations. This

exchange may, or may not, be carried out through a HIE. The
remainder of this report will focus on the

exchange of health information in the general sense, rather than
HIEsper se.

A meaningful exchange of information, electronic or otherwise,
can take place between two parties

only when the data are expressed in a mutually comprehensible
format and include the information that

both parties deem important. While these requirements are
obvious, they have been major obstacles to

the practical exchange of health information.

With respect to data formats, the current lack of
interoperability among the data resources for EHRs

is a major impediment to the effective exchange of health
information. These interoperability issues

need to be solved going forward, or else the entire health data
infrastructure will be crippled. One route

to an interoperable solution is via the adoption of a common
mark-up language for storing electronic

health records, and this is already being undertaken by ONC and
other groups. However, simply moving

to a common mark-up language will not suffice. It is equally
necessary that there be published

application program interfaces (APIs) that allow third-party
programmers (and hence, users) to bridge

from existing systems to a future software ecosystem that will
be built on top of the stored data. The

issues of data formats and interoperability will be discussed in
more detail in the next two chapters.

With respect to the value of the information, there is a natural
tension between the private and

public use of health-related data. Individual patient health
data are sensitive and therefore must be

carefully safeguarded, whereas population health data are a
highly valuable, and largely untapped,

resource for clinical practice and basic research. It is in the
public interest to make such information

available for scientific, medical, and economic purposes,
thereby helping to realize the promise of a

robust health data infrastructure. Any HIT system for health
care must attempt to balance these

countervailing demands. The research value of EHRs and the
consequences associated with

implementing data redaction as an approach to safeguarding
privacy will be discussed in Chapter 6.
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3.4 Lessons Learned from Abroad

There is a tendency to look abroad and believe that solutions to
the nationsmost difficult HIT

problems may be found there. This grass is greener mentality
ignores the difficulties that have

occurred with the development of other health data
infrastructures, and limits the benefit of lessons

that can be learned from abroad. It is important to look at the
failures as well as the successes, and to

take into account the different social and political realities
when seeking guidance from the experience

of other countries.

This section highlights international lessons learned that have
informed JASONsthinking. It is not

intended to provide a complete international perspective on HIT,
which has been the subject of many

papers and monographs [21.22]. Rather, the focus is on the
lessons most relevant to this study. The core

lessons include the following.

Do not underestimate the importance or challenge of security and
privacy.

What works at a provider or regional level will not necessarily
scale well to a national level.

The ability to carry out search and indexing of EHRs holds
substantial promise for improving

public health outcomes and should be a core component of the
software architecture for HIT.

3.4.1 Sweden

The Swedish Ministry of Health and Social Affairs sets the
agenda and provides principles and

guidelines for the Swedish health care system. The actual
implementation of the health care system is

through 21 county councils, which have the power of taxation and
operate independently. As a result,there are several different
electronic health information systems in Sweden, represented by
five

different vendors. The 21 independent health care systems have
coevolved over decades. The services

they provide are comparable, but the systems differ
significantly across regions. For example, although

Sweden has had EHRs for several decades, the records could not
be exchanged across regions until

recently, due to differing capabilities.

In 2008 Sweden launched an initiative for the development of a
national EHR that would provide

electronic access to health records for patients, health care
professionals, and health care facilities in

the nation. A key issue to moving forward with this initiative
was to address privacy and security in a

transparent manner based on unique identifiers. Sweden
implemented a national authentication service

and a common e-prescription service, which has the highest
utilization level of any country. It is

encouraging that in just five years since the initiative was
launched, Sweden has created a system with

100% electronic health records and nearly 90% electronic
prescriptions.

In late 2010 Sweden launched a national on-line medical records
system for access by patients and

health care professionals. In just a few years, this has enabled
patients and their health care providers to

access health records at home and while traveling in other parts
of Sweden. Sweden also has a common
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Picture Archiving Communications System (PACS) for radiology. In
order to exchange health information

between health organizations, a patient must first give consent.
Five major vendors supply EHR

technology and three major vendors provide PACS technology in
Sweden.

The situation in the US is significantly more complex than in
Sweden. In the US there is no unique

identifier for each patient, and the US system of both private
insurers and public insurance (Medicareand Medicaid) provides many
more payment models and incentives compared to the situation in

Sweden. However, one can draw lessons regarding HIT expectations
from the Swedish experience. First,

it takes years, if not decades, to grow a functioning health
data infrastructure from the seeds of EHRs,

but once there is sufficient buy-in and cooperation, then
progress can be rapid. One of the largest

challenges is coping with legacy systems and work processes. A
second lesson is not to underestimate

the need for early design of security and privacy measures,
beginning at the concept phase of a HIT

system. Sweden saw late-stage delays because of a lack of
effective security controls. It will be much less

expensive and more effective in the long run to build upon
deeply integrated security and privacy

measures from the start.

3.4.2 United Kingdom

The National Health Service (NHS) in the UK is often used as the
exemplar of a single-payer health

care system. Operational since 1948, it enjoys widespread
support among the population, although in

terms of health outcomes it is ranked 15th in Europe and 18th
worldwide. The NHS is a confederation of

four national health systems (England, Scotland, Wales, and
Northern Ireland). All residents of the UK

are entitled to health care under these four systems. Despite
the unifying role of the government, there

is significant variation in the quality of care across regions,
including with regard to the ability to

exchange electronic health information.

There are several lessons to learn from the successes and
failures of the NHS and the exchange of

health information in the UK. First, one should not
underestimate the threat posed by insiders regarding

the risk of health information disclosure. Second, one should be
skeptical of claims of security when no

mechanism exists for independent validation and
verification.

The NHS has suffered several embarrassing security and privacy
violations that stem from its lack of

capability to control access to databases. In 2009 a staff
member compromised the medical records of

then Prime Minister Gordon Brown via insider access [23,24].
This happened despite assurances from

the NHS that data were protected using the highest standards of
security. Unfortunately, such

vacuous claims of security are all too common. Security only
comes through careful engineering and

constant vigilance and refinement. The trusted computing base of
the NHS is too large to prevent

authorized individuals from inappropriately disclosing health
information. As has been pointed out [25],

a national system holding 50,000,000 records is too big a
target, will be cumbersome, fragile, and

unsafe, and failures to properly protect privacy will have real
costs in safety and access particularly

for the most vulnerable or at risk sections of societies. While
an audit-based access control may suffice
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within a single clinic or hospital, the same processes will fail
to provide adequate privacy protection at a

national level.

A second key lesson is to be skeptical of vendor claims about
security and privacy without proof that

can be independently validated and verified in an irrefutable
manner. One should be especially dubious

of claims that encryption solvesa security problem because
poorly used encryption is virtuallyindistinguishable from properly
used encryption. Both poor and proper use of encryption employ
the

highest standards of security.Many poorly engineered systems
employ encryption, but were designed

by people with little or no data security expertise, including
smart meters, automobiles, and SCADA

systems. These systems are deployed and fill important roles,
but are highly vulnerable to attack due to

poorly designed security. The security of EHRs cannot be left to
the vendors of HIT systems, and must

instead be part of an encompassing, robust health data
infrastructure.

3.4.3 Taiwan

Taiwan implemented a national HIE that is tightly coupled with
smartcards carried by individual

patients. These smartcards serve to ferry compact EHRs, with
remarkable success. They also serve to

authenticate the individual to deter fraud, with mixed success.
Taiwan has approximately 500 hospitals

and 20,000 clinics [26]. Only about half of the hospitals
participate in the Taiwanese HIE, a system that

has been in place since 2009. Under strict privacy controls,
cleared personnel can access medical records

from a central database to identify urgent public health trends,
such as the SARS outbreak.

One lesson to draw is that the US health data infrastructure
should not eliminate the possibility of

smartcards or their equivalent, patient-controlled cloud
storage, or some other future technology from

being used in conjunction with traditional storage for medical
data. A second lesson is the value of a

rapid search and indexing capability to support public
health.

3.5 Veterans Administration and Department of Defense

The VA and DOD operate two of the largest health care systems in
the world. They have

independently developed EHR systems and for more than 15 years
they have made failed attempts to

achieve some level of interoperability between their systems.
The two systems are described briefly

here, especially with regard to their current state of
interoperability.

3.5.1 VA VistA System

The VA VistA system is widely regarded as one of the best
electronic medical information systems in

existence. This HIT transformation of the VA health care system
is often cited as the largest and most

successful health care turnaround in US history [27]. Whereas
the development of VistA started before

1985 (initially called the Decentralized Hospital Computer
Program, DHCP), the actual transformation

began in 1995, and by 1999 the VA was able to:
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Treat 24% (>700,000) more patients per year

Reduce staffing by 12% (25,867) of full-time employees

Implement universal primary care for veterans and their
families

Close 55% (28,986) of acute care hospital beds Improve access
and reduce waiting times by opening 302 new community clinics

Implement a National Formulary, which improved evidence-based
drug utilization and reduced

the total cost of pharmaceuticals by $650 million per year

Reduce bed days of care per 1,000 patients by 68%

Reduce in-patient admissions by 350,000 per year.

No appropriations were designated for this transformation;
essentially all of the changes were

implemented by redirecting savings. Today the VA system has ~8.3
million enrollees, ~235,000

employees, an operating budget of $49 billion per year, and
manages ~1,400 sites of care. More than60% of the physicians who
are trained in the US rotate through the VA system, gaining
valuable

experience with a successful EHR system. The VA is rightfully
proud of what it has accomplished.

VistA was developed in-house around an interesting licensing
model, often called open source, but

different from what is normally meant by the term in the
commercial world. The source code is in the

public domain and is available through a FOIA (Freedom of
Information Act) request that allows

interested parties to have access to the code base. However,
there does not appear to be any

mechanism for new innovations created outside the VA to be
merged back into the VistA system.

The VistA system is composed of approximately 160 modules (or
applications), built around a

commercial implementation of MUMPS (a programming language
incorporating database primitives).

VistA has been ported to other MUMPS implementations, which is a
testament to the quality of the

software engineering. The most visible application is the
Computerized Patient Record System (CPRS),

which is a client-server based application that provides a
consistent graphical user interface for many

clinical functions. VistA was used as the basis for the DODs
Composite Health Care Systems (CHCS), but

the two have diverged. VistA has continued to evolve into a more
modern system while the DOD

approach, described below, has become an amalgamation of several
largely text-based systems to meet

its various EHR needs.

3.5.2 DOD CHCS System

The current DOD electronic medical records system, the Armed
Forces Health Longitudinal

Technology Application (AHLTA), is an agglomeration of several
legacy systems. For example, DOD still

relies on CHCS, which was developed more than 25 years ago, for
pharmacy, radiology, and order

management. All appointments are still booked using CHCS, except
for walk-ins and telephone

consultations, which are now booked in AHLTA. DOD also uses the
Clinical Information System (based on
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Essentris, a commercial product), which has been customized to
support inpatient treatment at military

medical facilities.

AHLTA is the clinical document engine used by physicians for
orders, notes, and other

documentation. It is also used as the basis for medical coding.
It uses CHCS and its various modules to

store this information via the Comprehensive Ambulatory Patient
Encounter Record (CAPER) interface.CHCS was developed under
contract by SAIC in 1988 for $1.02 billion. It uses the original
code base of

the VistA system. As a result, it too is module-based and built
around a MUMPS engine. Despite their

common code legacy, the two systems are not compatible. While
VistA has been modernized, CHCS

remains a text-based system that requires the computer to
emulate a DEC VT320, a terminal that has

not been manufactured for almost 20 years.

3.5.3 VA and DOD Interoperability

In 2008 the VA and DOD were directed through the National
Defense Authorization Act to jointly

develop some interoperable EHR capability. This failed and in
2009 the two entities created the Virtual

Lifetime Electronic Record initiative (VLER) [28]. Conceptually,
VLER looks and sounds promising, but has

yet to be fully implemented. In 2010, and again in 2011, joint
initiatives to achieve some level of EHR

interoperability between the VA and DOD were initiated. These
efforts were to continue through 2017.

However, after this long and expensive attempt to meet the
Congressional mandate of interoperability,

the VA and DOD recently announced that they would no longer
pursue a single integrated electronic

medical information system [2931]. The GAO cited cost and
management problems, and indeed these

were formidable. The cost rose from an already astounding $4
billion to an estimated $12 billion before

the project was abandoned. The VA stated that it would cost $16
billion to replace its current VistA

system.

In May 2013 Secretary Hagel, following a 30-day review, decided
that the DOD would seek a

commercial solution [32]. DOD has pledged that the commercial
solution it adopts will be compatible

with and be able to exchange medical information with VistA, as
well as other major commercial

electronic medical information systems. It may turn out, and is
perhaps likely, that the system the DOD

adopts will be a commercial derivative of VistA. Whereas seeking
a commercial solution seems like a

sensible forward path, there are hazards that DOD should be
aware of. Chief among these is treating this

as a fixed procurement process and not taking into account the
rapid evolution of technology and the

changes that a robust health data infrastructure will bring to
clinical practice and the delivery of health

care. Both the VA and DOD should take this opportunity to agree
upon a set of interfaces and dataformats that will allow them to
exchange information freely. Chapter 5will address this point
more

specifically and provide a recommendation for a new path forward
for the VA and DOD.
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4 Underlying Concepts for a HIT Software Architecture

The term software architecture can mean many things. For the
purposes of this report, a software

architecture defines a set of interfaces and interactions among
the major components of a software

system that ensures specified functionality. Said another way,
the architecture decomposes a complex

problem into smaller, more manageable sub-problems that interact
only in specified ways and acrossspecified interfaces.
Architectureis used here in a way similar to its usage in defining
the Open

Systems Interconnect (OSI) protocol stacks for network
communication. A hierarchy of layers is

identified, with different layers responsible for the various
functions. For OSI, the lowest layers deal with

actual physical transport of the bits across a communications
channel, while the higher layers are used

for management of traffic and scheduling of packet
transmissions. In this way there is a clear separation

of concerns and various tasks can be delegated to the
appropriate layer without knowing details about

how that layer implements a given task.

The HIT software architecture presented here is not a design for
any particular EHR system, nor for a

national HIT system, nor for anything that falls in-between. It
should not be confused with enterprisearchitecture, which refers to
the way a particular enterprises business processes are organized.
The

principles of a HIT software architecture, its posited
functionalities, should be identifiable in every

system that conforms to that architecture at any relevant scale.
If such systems share a common

architecture, even in an abstract way, then the task of making
them interoperable is vastly simplified.

4.1 Principles for a HIT Software Architecture

The following principles have guided JASON in its articulation
of a unifying HIT software architecture

for the exchange of health information.

1. The architecture must be agnostic as to type, scale,
platform, and storage location of the data.

For the health data infrastructure problem, the architecture
must be agnostic with regard to scale

and to the actual locations of the stored data to allow various
specific implementations, including as

possibilities integrated software suites that run on a single
box, a cloud implementation, or a widely

federated system of systems with shared responsibilities across
different organizations. In short, the

architecture mus
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