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 Module Overview
 • Conferencing and External Capabilities of Lync Server 20
 • Planning for IM and Presence Federation
 • Designing Edge Services
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 Lesson 1: Conferencing and External Capabilities of Lync Se
 • Conferencing Capabilities of Lync Server 2013
 • Overview of Public Instant Messaging
 • Features of Extensible Messaging and Presence Protocol Gateway
 • Lync Server 2013 XMPP Federation
 • XMPP Federation - Architecture
 • Usage Control through Policies
 • Security in Conferencing and External Scenarios
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 Conferencing Capabilities of Lync Server 2013
 Lync Server 2013
 Web Conferencing
 Audio Conferencing
 Video Conferencing
 Instant MessageConferencing
 Integration with third-par
 SIP endpoints and MC
 ACP Integra(online only
 PSTN Confere
 PSTN
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 Overview of Public Instant Messaging
 Lync Server2013 PIC Service
 P2P Audio &Video
 Lync 2013Clients
 WindowsLive
 PIC 1 PIC
 Integration
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 Extensible Messaging and Presence Protocol (XMPP) Gatew
 • Add and delete each other as contacts
 • Publish presence and subscribe for each other presence
 • Engage in one-to-one conversations
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 Lync Server 2013 XMPP Federation
 US East
 US West
 Lync Pool 3(Runs XMPP GW)
 Lync Edge(Runs XMPP
 Proxy)
 Fabrik
 GoogleTalk 
 Google Talk Se
 External XM(Direction shConnectionestablishme
 XMPPFederation
 Lync Edge (RunsXMPP Proxy)Outbound &
 Inbound ExternalXMPP Fed Route
 adatum.com
 Lync Pool 1(Runs XMPP GW)
 Lync Pool 2(Runs XMPP GW)
 • XMPP natively integrated into theLync Front End Server and Edge
 Servero Separate gateway not neededo Integrated setup, management
 • Scale-out, high availabilityconsistent with rest of Lync
 • Cisco/Jabber, Google Talkinteroperability

Page 8
                        

7/27/2019 20336A_06-External Access.pdf
 http://slidepdf.com/reader/full/20336a06-external-accesspdf 8/26
 XMPP Federation - Architecture
 Lync Online- Office 365
 OCS/ Lync Federated
 LynPerCha
 • IM & P (SIP)• Persistent Chat
 (XCCOS)• Address Book,
 DLX, Photos
 (Web)
 Lync FE Pool
 Lync
 Edge
 On-Premises Deployment (Site 1)
 Exchange2013
 OWA
 IM & P
 ContactsNotificationsIM Archiving
 (uses S2Sauthorization)
 IM &P(SIP)
 Reverseproxy
 AddressBook DLX, Photo(Web)
 PersistentChat(XCCOS)
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 Usage Control through Policies
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 Security in Conferencing and External Scenarios
 • Plan for usage Directors
 • Set conferencing policies to prevent unsupported usage scenarios
 •
 Keep the default security settings requiring TLS or SSL in all signalinmedia
 • Evaluate the need for anti-malware solutions
 • Avoid deployment of Edge Servers in an internal domain
 • Deploy the Edge Server between an internal firewall and an externa
 •
 Lock down Edge Servers for additional security• Evaluate the need for anonymous or federated access
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 Lesson 2: Planning for IM and Presence Federation
 • Designing Federation in Lync Server 2013
 • Designing Interoperability in Lync Server 2013
 • Implementing the Public Instant Messaging Provisioning • Functionalities Supported by Lync Server 2013
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 Designing Federation in Lync Server 2013
 Internal Network 
 Director
 Remote ClientsFederated ClientsAnonymous Clients
 Front End
 Perimeter Network Internet
 Edge Server
 Reverse Proxy
 b l
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 Designing Interoperability in Lync Server 2013
 Federation with PIC (MSN/Skype)
 • Public IM Connectivity (PIC)
 provisioning process
 XMPP (Jabber/Google Talk)
 • XMPP Proxy/Gateway
 Third Party Presence Engines
 • Supports federation with Third Party Presence Engines
 I l i h P bli I M i P i i i P
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 Implementing the Public Instant Messaging Provisioning P
 1. You provide the FQDN, SIP domains, and contact informMicrosoft
 2. Microsoft tests the information, establishes credibility, aprovides access
 3. You will be notified and then the provisioning process fPIC domain will start
 F ti liti S t d b L S 2013
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 Functionalities Supported by Lync Server 2013
 Scenario RemoteUser
 FederatedUser
 PIC/Interop
 AnonymousUser
 X
 Presence + + + X +
 IM peer-to-peer + + + X +
 IM conferencing + + X X X
 Collaboration + + X + X
 A/V peer-to-peer + + +* X X
 A/V conferencing + + X + XFile transfer + + X X X
 Communications capabilities by type of user:
 * For PIC A/V peer-to-peer support, you must use the new version of Messenger.
 L 3 D i i Ed S i
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 Lesson 3: Designing Edge Services
 • Firewall Requirements Design for External Scenarios
 • Edge Network Requirements
 • Defining Filters• DNS Usage in Lync Server 2013
 • Identifying Required DNS Records
 • PKI Certificate Usage in Lync Server 2013
 •
 Subject Names and Subject Alternate Names• Planning for Types of Certificates and Providers
 • Other Certificate Usage Scenarios
 Fi ll R i t D i f E t l S i
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 Firewall Requirements Design for External Scenarios
 Reverse ProxyExternal IP
 Reverse ProxyExternal IP
 ExternalFirewall
 InternalFirewall
 HTTPS/443
 TO PERIMETER 
 TO INTERNET
 TO CORP NET
 TO PERIMET
 INTERNETC
 HTTP/80
 HTTPS/443
 Access EdgeExternal IP
 WebCon EdgeExternal IP
 AV EdgeExternal IP
 EdgeInternal IP
 MediaAuthentication
 Service
 Reverse ProxyServer
 Lync Server 2013Single Consolidated
 Edge
 DNS/53
 SIP/TLS/443
 SIP/MTLS/5061
 PSOM/TLS/443
 RTP/TCP/50,000-59,999
 RTP/UDP/50,000-59,999
 STUN/UDP/3478
 STUN/TCP/443
 SIP/MTLS/5061
 PSOM/MTLS/8057
 SIP/MTLS/5062
 STUN/UDP/3478
 STUN/TCP/443
 Traffic by Se
 Revers
 Access
 WebCon
 AV Edg
 Enterprise Perimeter Network
 Reverse ProxyExternal IP
 Reverse ProxyExternal IP
 ExternalFirewall
 InternalFirewall
 HTTPS/443
 TO PERIMETER 
 TO INTERNET
 TO CORP NET
 TO PERIMETE
 INTERNETC
 HTTP/80
 HTTPS/443
 Access EdgeExternal IP
 WebCon EdgeExternal IP
 AV EdgeExternal IP
 EdgeInternal IP
 MediaAuthentication
 Service
 Reverse ProxyServer
 Lync Server 2013Single Consolidated
 Edge
 DNS/53
 SIP/TLS/443
 SIP/MTLS/5061
 PSOM/TLS/443
 RTP/TCP/50,000-59,999
 STUN/UDP/3478
 STUN/TCP/443
 SIP/MTLS/5061
 PSOM/MTLS/8057
 SIP/MTLS/5062
 STUN/UDP/3478
 STUN/TCP/443
 Traffic by Ser
 Revers
 Access
 WebCon
 AV Edg
 Reverse ProxyExternal IP
 Reverse ProxyExternal IP
 ExternalFirewall
 InternalFirewall
 HTTPS/443,80
 (optional)
 TO PERIMETER 
 TO INTERNET
 TO CORP NET
 TO PERIMETE
 INTERNETC
 HTTP/80
 HTTPS/4443
 Access EdgeExternal IP
 WebCon EdgeExternal IP
 AV EdgeExternal IP
 EdgeInternal IP
 MediaAuthentication
 Service
 Reverse ProxyServer
 Lync Server 2013Single Consolidated
 Edge
 DNS/53
 SIP/TLS/443
 SIP/MTLS/5061
 PSOM/TLS/443
 STUN/UDP/3478
 STUN/TCP/443
 SIP/MTLS/5061
 PSOM/MTLS/8057
 SIP/MTLS/5062
 STUN/UDP/3478
 STUN/TCP/443
 Traffic by Ser
 Revers
 Access
 WebCon
 AV Edg
 XMPP/TCP/5269 XMPP ProxyService
 HTTP/8080
 HTTPS/4443
 XMPP/TCP/23456
 Edge Network Requirements
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 Edge Network Requirements
 Internal Edge Interface• No NAT supported
 External Edge Interface• Single Edge Server
 • 1:1 NAT
 • Hardware Load Balanced
 • Routable Ips
 • DNS Load Balanced• 1:1 NAT
 Defining Filters
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 Defining Filters
 File Filters
 You can use these filters to block certain types of files from
 your networkURL Filters
 You can use these filters to block certain types of files fromyour network
 Client Versioning Filters
 You can use Client Versioning Filters to block and upgrade that you can ensure a certain minimum version level of youServer 2013 clients in your organization
 DNS Usage in Lync Server 2013
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 DNS Usage in Lync Server 2013
 • Client and mobile discovery of logon servers
 • Device discovery of Device Update servers to update devi
 • Server to Server discovery of federation partners• Client and server discovery of servers
 • Clients and servers securely set up sessions
 Identifying Required DNS Records
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 Identifying Required DNS Records
 Location DNS Record Target
 External DNS SRV: _sip._tls.adatum.com Access Edge Server: sip.adatum.
 External DNS SRV: _sipfederationtls._tcp.adatum.com Access Edge Server: sip.adatum
 External DNS A: sip.adatum.com IP of Access Edge Server
 External DNS A: webconf.adatum.com IP of Web Conferencing Edge
 External DNS A: av.adatum.com IP of AV Edge
 External DNS A: rp.adatum.com IP of Reverse Proxy
 External DNS A: dialin.adatum.com IP of Reverse Proxy
 External DNS A: meet.adatum.com IP of Reverse Proxy
 External DNS A: lyncdiscover.adatum.com IP of Reverse Proxy
 PKI Certificate Usage in Lync Server 2013
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 PKI Certificate Usage in Lync Server 2013
 Within the Lync Server 2013, Public Key Infrastructure (PKI) is used while using Transport Layer SecurityTransport Layer Security (MTLS)
 Lync Server 2013 certificates are used for:
 • TLS connections between client and server
 • MTLS connections between servers
 • Federation using automatic DNS discovery of partners
 • Remote user access for instant messaging (IM)
 •
 External user access to audio/video (A/V) sessions, application sharing, and confe• Mobile requests using automatic discovery of Web Service
 • Persistent Chat Web Services for File Upload/Download
 Subject Names and Subject Alternate Names
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 Subject Names and Subject Alternate Names
 The Subject Name of a given X.509 certificate is supported by all PKcertificate authority implementations, including all commercial thirdcertificate authorities
 The Subject Alternative Name property on an X.509 certific
 • Provides alternative subject names in the certificate
 • Enables TLS and MTLS connections to different names which all ressame physical or virtual server
 The following server roles use certificates with SAN:
 • Edge Servers
 • Front End servers and Directors
 Planning for Types of Certificates and Providers
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 Planning for Types of Certificates and Providers
 You can use public certificates for Lync Server Access Edge, ReverseExchange Web Services
 You can deploy private certificates for all internal Lync Server 2013the internal interface of Lync Server Edge servers
 When deploying an internal certificate authority, a key item that yoconfigure is CRL download locations
 When deploying public certificates, you need to consider a few itemCRL download locations and root certificate support
 Other Certificate Usage Scenarios
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 Other Certificate Usage Scenarios
 In a Lync Server 2013 infrastructure, the following use certi
 • Survivable Branch Appliances (SBAs)
 •
 Web ServicesSBA Provisioning1. SBA gets a certificate installed on it and uses it for client authentication
 2. SBA looks at the SIP domain part of the SIP URI of the client attempting to recompares it to the installed certificate
 3. If the domain part of the SIP URI matches a domain that is present in the SBA
 client is allowed to register to the SBA
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